Biometric Surveillance Policy

A

Legal Authority/Requirement

o UCA 53E-9-305 Student Data Collection Notice/Consent
o UCA77-23d Imaging Surveillance Privacy
e UCA77-23e-102 “Facial Recognition Comparison”

. Purpose/Scope

1. As a public charter/secondary school InTech is allowed, but not required, to obtain
biometric surveillance information without a search warrant on “authorized property” so
long as;

a. InTech has a written policy that explains InTech’s use, management, and auditing of
biometric surveillance information, and

b. The policy is posted and publicly available on InTech'’s website.

. Definitions

1. “Authorized Property” for the purpose of the Imaging Surveillance Privacy Law,
includes public secondary schools and charter schools.

2. “Biometric Surveillance Information” means the analysis of surveillance information
using biometric software to identify an individual’s identity or location using the
individual’s physical attributes or manner.

a. Is notincluded in the definition of “facial recognition comparison”

3. “Surveillance Information” means future, current, or historical information produced by
the digital monitoring of an area that can be used to create biometric surveillance
information.

Notice and Consent for Data Collection

1. To collect a student’s biometric information, InTech must first

a. Provide to an adult student or to a minor student’s parent a biometric information
collection notice that is separate from a student data collection notice, which states:

i. The biometric identifier or biometric information to be collected
ii. The purpose of collecting the biometric identifier or biometric information, and
ii. How InTech will use and store the biometric identifier or biometric information

b. Obtain written consent to collect the biometric identifier or biometric information



E. Use of Biometric Surveillance Information

1.

InTech may use biometric surveillance information at InTech facilities to determine
identities of individuals to enhance the safety and security of the school campus.

2. Such information may be used by InTech personnel to determine if an individual is or is

not:

a. acurrent InTech student

b. a current InTech employee or volunteer

c. prohibited by court or law enforcement order from being on InTech or interaction with
InTech students or employees

d. aknown parent/guardian of an InTech student

F. Management of Biometric Surveillance Information

1.

InTech may collect/store biometric surveillance information of current students,
employees, contractors, or volunteers for the purpose of using biometric surveillance
information to determine whether an individual has a right to be on InTech campus.

Parents of students (and parent’s designees) may also voluntarily consent to having
biometric surveillance information collected and stored for the purpose of determining
whether they are individuals

a. To whom a student can be released
b. Who have a legitimate purpose/privilege to be on InTech campus

Parents may, at any time, rescind their consent to have their own biometric surveillance
information stored.

Biometric surveillance information may only be stored on local devices/server that are
solely controlled by InTech.

G. Auding for Biometric Information

1.

Biometric Surveillance Information collected and stored by InTech shall be audited
annually to:

a. Delete/Purge information related to students, employees, contractors, and volunteers
that are no longer affiliated with the school.

b. Delete/Purge information related to parents who no longer have a student in
attendance at InTech.
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